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INTRODUCTION

In the highly competitive pharmaceutical industry,
with increasing and increasingly stringent regulatory
demands and an insufficient number of qualified
personnel to achieve them, “risk assessment" has
become more than a catch phrase; it is an essential
part of doing business.

Is risk assessment just ancther trend? Is it a reg-
ulatory requirement? We see it as neither. Rather,
we believe that risk assessment is a necessary and
practical business tool to help company manage-
ment define and develop effective and efficient
processes necessary to secure a marketplace posi-
tion for the company through identifying, prioritizing,
and remedying regulatory deficiancies in a stepwise,
logical manner. Such a risk assessment approach is
necessary to assure the future of a company and to
maximize its profitability.

We will examine the subject of risk assessment in
the world of computer systems validation from a
business perspective, Defining nsk, from a business
perspective, as the “possibility of financial loss,” we
will outline the validation-related steps and scenarios
that company management should consider in order
to make sound assessments regarding the financial
impact of regulatory deficiencies, Addressing any
regulatory Issue that represents a financial risk to the
future of a company should be the highest priority
and main responsibility of company management.

We are not the only ones to look at risk assess-
ment through a business prism rather than a regula-
tory one. When you read the draft guidance docu-
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ments issued by the Food and Drug Administration
(FDA) in May 2004 dealing with pre-marketing risk
assessment, development, and use of risk minimiza-
tion action plans, and good pharmacovigilance prac-
tices and pharmacoepidemiologic assessment, you
get a sense that the agency is thinking along these
same lines. While draft guidance is for comment pur-
poses only and nol for implementation, and while the
raferenced drafts relate to “...risk assessment activi-
ties for drug and biological products” specifically, and
do not directly relate to the subject of this arlicle, the
fact that the FDA is considering the risk assessment
concept as a tool to improve the benefit-risk balance
is, in itself, significant.

While we recognize that there may be issues oul-
side the regulatory environment or the direct control
of company management (e.g., war, economic con-
ditions) that can affect company finances, we will
concentrate on examining some of the regulatory
risks and their respective symptoms that rise to the
level of representing a direct threat to current or
future company eamings. These, of course, must be
remedied first.

Let us now take a look at how we, the industry,
can embrace and adapt this approach to improve
our internal practices and maximize our financial
benefits.

REGULATORY COMPLIANCE
as a BUSINESS PRIORITY

The pharmaceutical industry, which employs us,
has two facets. One is the humanitarian “face,” with
the noble cause of protecting and enhancing human
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lives. It is that “face” thal glorifies Noble Prize win-
ners, nuriures discoveries, promotes innovation, and
builds on knowledge. This “face” is aboul people
and their welfare, scientific and technological
progress, dedication and commitment. And we are
all proud to be a par of it.

The other “face” of our industry is defined as
highly competitive and pragmatic, with tough go/no-
go decisions, strong pipelines, clairvoyant global
vision, sales and marketing, revenues, and headline
news. This is the face we all know as “business.”
although we are sometimes reluctant to acknowl-
edge it. But, in all honesty, it is that which provides
our emplayment, pays our bills, and permits us to
buy things. It is this side of the pharmaceutical
industry that ultimately places the company on the
map, gives il recognition and the ability to leverage
on its influence. And, it is this aspect of the industry
thal needs to be closely overseen by company man-
agement.

So, what does “business” mean in this context
and how can one secure ils success? In a nutshell,
it is the firm's ability to have quality products on the
market, at the least possible expense, in the short-
est amount of time, and with maximum profitability.
There are multiple and complex infrastructure com-
ponents that contribute to this outcome, one of
which is “regulatory compliance.”

While many think of regulatory compliance
merely as a means of supporting the "human” side
of the industry through enforcing and ensuring
safety, efficacy, and the quality of a drug product, it
Is equally important as a means to create, ensure,
and build on business successes. "How?" you may
ask. “Simple,” we say.

The FDA perceives noncompliance with regula-
tions as “lack of quality and controls." This results in
the need to correct regulatory deficiencies. The out-
come of such need signifies the loss of revenue and
time, which translates into financial loss. Regulatory
noncompliance, the unwillingness or inability to fix it,
as well as the misinterpretation of the regulations,
translate Into increased material and labor costs
associated with additional work, hiring costly indus-
Iry experls, and troubleshooting, all of which can ba
avoided when guality is part of the process in the
first place. Fixing regulatory noncompliance issues
extends the timeline for completing all tasks, thus
preventing companies from collecling revenues

within anticipated timeframes.

Compliance, on the other hand, places your
product ahead of some competitors, secures a good
standing with the FDA, and resulls in cost savings
at the end of the day through minimization of sub-
mission review times and the minimization of
scruliny associated with new product approval.

With the new FDA current Good Manufacturing
Process (cGMP) initiative, FDA oversight is related
to the degree of manufacturer product and process
understanding, process significance to the safety of
the product, product critical need or its significant
public health impact, and the robustness of the qual-
ity system controlling the process. Furthermore,
*...compliance status or compliance history of the
manufacturer will continue to influence the intensity
of FDA's oversight." These factors will determine
the frequency and scope of inspections, both of
which, more often than not, interrupt normal busi-
ness operations. Anything that directly affects profits
or losses is a business priority. Thus, regulatory
compliance is a business priority.

With this principle in mind, we will describe
examples of regulatory conditions in the area of
computer system validation that are conducive to
financial loss. We will assess and quantify the possi-
bility of such losses, as well as suggest ways 10
minimize these losses, or in other words, maintain
and maximize gains.

We provide, below, a practical process for com-
pany management to follow. You may think that this
is an unconventional approach to the risk assess-
ment issue, but it surely makes sense from the busi-

ness perspeclive,
OUR RISK ASSESSMENT MODEL

“Quality and productivity improvement share a
common element - reduction in variability through
process understanding (e.g., application of knowl-
edge throughout the product lifecycle).™ To change
it slightly, we hypothesize that regulatory compliance
and business success share a common element:
increased profitability at the end of the day.

Identifying compliance risks and determining how
likely it is that these risks will become actual finan-
cial losses is certainly a start, but it is not enough.
Company management also must determine what
the dollar impact on the company will be should that
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Figure 1
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happen, how much money the company can afford
to lose, and the steps to take to minimize potential
losses. We boil this thinking down to four basic
questions for company management to answer:

* How likely is financial loss?

* How much can be lost?

* How much financial loss are you willing to
assume?

* How can financial loss be minimized?

HOW LIKELY IS FINANCIAL LOSS?

The possibility of financial loss is directly related
o the existence of regulatory deficiencies. The only
lrue way to determine whether there exists the pos-
sibility of financial loss due to regulatory non-compli-
ance is to measure company operations against
applicable regulations. This is the traditional “gap”
analysis, in which company processas are com-
pared against regulatory requirements (e.g., 21
Code of Federal Regulations (CFR) Part 11 and
pertinent predicale regulations), expectations as
provided in guidance documents (e.g., computer-
ized systems used In clinical trials) and inspector
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training materials (e.g., compliance program guid-
ance manuals). Each gap, by definition, represents
a potential regulatory risk.

In the world of computer system validation, the
primary risks are twofold:

(1) The failure to validate whan you should
(2) The failure to validate properly when you do

Failure to Validate

Failure to validate also has two manifestations:
(1) Systems are simply not validated
(2) "Wrong" systems are validated

Orgahizations will tend not to validate systems
when management and staff lack an understanding
of what validation is and why it is important. The fol-
lowing are symptoms of this condition:

* Lack of policies and procedures govemning
how systems are developed and deployed

= Because of the lack of policies and proce-
dures, systems are developed and deployed
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Eguru 2

Scope of Computerized Systems

in an “ad hoc" manner, with no consistency
between development or deployment efforts

* Documentation supporting development or
deployment practices are inadequate, when
such documentation exists at all

= Staff is not trained in regulatory or business
needs to ensure that the system performs as
intended and will consistently do so

These symptoms tend to show up more in small
and slart-up companies because these organiza-
tions may not have the infrastructure to accommo-
date quality practices, including validation. Addition-
ally, company management may decide to apply
resources 1o production operations that will more
quickly generate revenue.

Organizations tend to validate the “wrong" sys-
tems when management and staff do not have an
appreciation of the business significance of systems
and data. An organization may have many comput-
erized systems in its environment, but not all of
them are subject to FDA regulations. For example, a
clinical data management system or a toxicology
system will be subject to agency scrutiny whereas a
payroll system or financial modeling application will
not. So, by definition, the businass significance is

greater for systems that FDA is interested in and
might inspect as part of their mandate.

With respect to data, original data is most signifi-
cant for business operations because one can
always reconstruct, re-perform processes, or regen-
erate reports when the original data is available,
easily retrievable, complete, and accurale. Calcu-
lated data (e.g., statistical analyses of safety and
efficacy trends) is not as significant as original data
because the original data to calculate with Is needed
in the first place, Should calculations be incorrect,
required modifications can be made and the calcula-
tions re-performed so long as the original data is
available. So, from a business standpoint, original
data has increased significance when compared
against calculated data.

Least significant, relatively speaking, is support
information such as descriptive data, scheduling
information, etc., that supports the original and cal-
culated data. Support information has value, but is
dependent on having the original and calculated
data to support. So, by definition, the business sig-
nificance is greater the closer one gets to the origi-
nal data from which all subsequent operations stem.
Figure 1 illustrates the concept of the relative busi-
ness significance of systems and data.

Failure to Validate Properly

What happens when one does not validate prop-
erly? In our view, there are three basic manifesta-
tions of improper validation of systems:

(1) The scope of the validation is not
appropriate.

(2) The evidence generated to support the
validation is not adequate.

(3) The testing is not adequate.

Each of these presents a business risk.

Validation Scope

With respect to scope, one must appreciate that
a computerized system is comprised not only of the
application (e.qg., Clintrial, Documentum) that one
uses to perform business operations. As is illus-
trated in Figure 2, Scope of Computarized Systems,
there is much going on “below the surface.”

The solid infrastructure “below the surface” staris
at the foundation, which is composed of policies,
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procedures, training, etc. Lack of this infrastructure
means a lack of business processes and documen-
tation that members of staff need in order to perform
their respective functions. Next, come the hardware
(e.g., servers) that the respective application resides
on and the operating system (e.g., Windows XP) on
a network that makes everything work. The busi-
ness risk of not installing these components in a
qualified manner (e.g., parameters not set properly)
is that subsequent operations of all related software
may be unreliable.

As with hardware and the operaling system, the
business risk of improperly installing database soft-
ware (e.g., Oracle) and configurable software (e.g.,
SAS) is that the system may not be able to store
data, develop custom programs, etc., in a reliable
manner. Only after evaluating the status of all of the
above items do you get to the application, and even
here you must be caraful to identify all pertinent
modules as well as interfaces to other applications.
The business risk of failing to address each issue
according to this logic is that the system in use may
not operate in the intended manner.

Validation Evidence

What is "adequate” evidence? While there is no
absolute answer to this question, there are critenia for
what is inadequate. Inadequate evidence is lack of:

= User or functional requirements, which pro-
vide the business, performance, and requla-
tory requirements a system must meet

» Design and technical specifications, which
provide the details of how the system is built
and how it works (e.g., identification of pro-
grams, files, relationship of programs to files,
emor messages and what causes them)

= Policies and procedures that govemn how
systems are developed and deployed

= Policies and procedures that govermn how
systems are tested

= Documentation of traceability, from require-

ments to design documentation, to confirm that
all requirements are included in the system
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= Documentation of traceability, from require-
ments fo testing, to ensure that all require-
ments are met

= Documentation that confirms that all hard-
ware and software have been installed in a
qualified manner

+ Complete and current user and technical ref-
arence documentation, which provides
required information for those who use and
support the application to do so correctly

= Training documentation, to confirm that staff
is qualified to perform the required activities

* Policies and procedures designed to maintain
a validated state (e.g., change control, config-
uration management) and protect records
(e.g., security, backup, recovery, contingency
planning)

The business risk that results from inadequate
evidence is that company management will not:

(1) Know the details of the processes used to
support business operations.

(2) Be able to rely on effective or consistent
operations.

Each of these conditions is an irresponsible busi-
ness practice.

Validation Testing

The third manifestation of improper validation is
inadequate testing. In the business world, systems
are continuously challenged with unexpected values
and conditions, higher volumes than anticipated,
unexpected run-time conditions, atc. Therefore, the
systemshould be able to identify the “problem” and
provide error and warning messages 1o the user, or
at least not to corrupt data should the system abnor-
mally terminate.

The nature and scope of challenges are depen-
dent on the complexity of the system. The ability to
define proper challenges is, therefore, dependent on
the skill and experience of the tester (e.g., the larger
and more complex the system, the more complex the
challenges tend to be). A lack of adequate challenge
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can resull in structural problems within the system
remaining undetected, a definite business risk.

The agency is planning to use statistical analysis
to establish the correlation between various indus-
try-related factors (e.g., product, process, facility,
manufacture, etc.) and inspectional outcomes. Com-
panies could use a similar statistical approach for

prioritizing those regulatory issues that will result in
the greatest business risk.

HOW MUCH CAN BE LOST?

The answaer to this question is two-fold. Some-
times the impact of the financial loss resulting from
regulatory deficiencies is well defined and can be
tangibly measured. In other instances, such financial
impact may not be immediately felt because it
stems from the “difficult lo measure” intangibles
associated with regulatory non-compliance. As we
will discuss below, these intangibles may cause sig-
nificant long-term problems for the business.

Tangibles

Let us more closely examine the outcomes of
some of the regulatory deficiencies identified above.
The primary danger of having a poorly validated
system results in using an incorrect or an incom-
plete set of data, as well as in a decision-making
process that is based on erroneous information or
assumptions. Lack of data integrity and quality
results in rework or additional data retrieval, both of
which can be guite costly and time consuming.

Validating the wrong system prevents concurrent
and secure data access and increases the chances
of deciding on conflicting solutions based on poten-
tially inaccurate information supportad by an unreli-
able database.

Inappropriate or incomplete system testing will
not detect differences in the processes. Nor will it
recognize the inconsistency in the shared database.
Such deficiencies create the necessity of revalidat-
ing the process every time a new difference is iden-
tified and certainly will not support business needs
in an efficient, quick, and easy manner.

At the regulatory level, these deficiencies can
result in consequences ranging from 483s and Wam-
ing Letters (WL) to more serious consequences such
as, but not necessarily limited to, consent decrees
and even shutdowns in cases where a history of non-

compliance exists. At the business level, these regu-
latory deficiencies may easily range from delayed or
rejected submissions to potential lawsuits. Whatever
the outcome may be it will significantly impact the
financial health of the company because a revenue
beanng operation will be interrupted.

While the actual dollar amount for each company
will differ, the concept of the potential for financial loss
being directly attributable to the significance of regu-
latory deficiencies is universal. What also must be
kept in mind here is that whether we agree or dis-
agree with FDA's conclusions, statements, and
actions, the FDA is a vital and indispensable player
within the pharmaceutical industry; its authoritative
actions can directly affect the financial position of a
company.

Besides the most obvious consequences, the
validation-related risks described above may lead to
disruption of customer service, which can result in
customer loss, and information not supportive of
company goals or strategies, both of which can put
the company at a strategic or taclical disadvantage.
In each case, re-doing processes or developing
costly “workarounds” may be required. Either sce-
nario (i.e., loss of customer revenue or failure to
attain goals designed to increase profitability)
increases the cost of doing business or, in other
words, leads to financial loss.

Intangibles

As mentioned above, there are also “intangibles”
that company management must recognize. Enough
publicized regulatory deficiencies will significantly
dent a company’s reputation not only in the eyes
of the FDA, but also in the eyes of doclors, patients,
the media, potential investors, and business part-
ners with whom the company deals regularly and
relies upon for support and services. The conse-
quences of such negative “intangibles” present quite
a glodmy picture for the future of any company:

* |t will be difficult to hire and retain qualified
staff. Who will want o work for a company
that may be in trouble or that has a reputation
of flouting the law?

* It will be increasingly difficult to market prod-
ucts. Who will want to buy products from a
company that has a reputation of not comply-
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ing with regulations, which, in the public's .
mind, equates to compromising and jeopar-
dizing the public health?

At the same time, the chance of such a com-
pany becoming the potential target for a hos-
tile take-over would be greatly increased.
Predatory entrepreneurs often prey on firms
in declining or tenuous circumstances to ben-
efit from the sale of viable elements for their
own financial gain at the cost of crippling the

= |t will be difficult to maintain investor confi-
dence in company stock. Who will want fo
invest money in a company that is faced with

decreasing revenues and increasing cosis,
not fo mention going-concem issues?

= The attractiveness of such a company as the
focus of a potentially profitable merger or
fnendly take-over will be limited, Who will want
to merge with or take over a company with
impending financial liabilities, such as those
that may result from class-action lawsuits?

Figure 3

company and often of dissolving it lotally.

Ultimately, the answer 1o “how much can be
lost?" is company- and situation-specific and must
be considered when assessing company risk. It is
not a simple calculation. However, company man-
agement must be willing and able to answer the
question to become successful and profitable.
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HOW MUCH FINANCIAL LOSS ARE
YOU WILLING TO ASSUME?

The amount an individual company can stand to
lose before feeling the financial impact varies with
its size and annual revenues. There is no single
perfect solution for coming up with such a number,
but the idealized answer is: “as little as possible.”

The practical answer to the question above is as
much a quantitative dilemma as it is a qualitative
one because the immediate harm of the previously
outlined negative intangibles is often difficult to mea-
sure in dollars.

Figure 3 attempts to bring some perspective to
the issue, and lllustrates the following:

* A company can best afford to assume a
financial loss to the extent that such loss is
relatively minor and the company fits the fol-
lowing profile: large company, strong pipeline,
good regulatory history with FDA, strong
financial picture. As the amount of the poten-
tial financial loss increases or the situation of
the company changes for the worse, com-
pany management will begin (or should
begin) to “sweat about it.”

* A company can least afford to assume a
financial loss to the extent that the financial
loss is relatively major and the company fits
the following profile: small company, weak or
no pipeline, no regulatory history or poor reg-
ulatory history, weak financial picture. Further,
the amount of the potential financial loss
need not be significant before company man-
agement begins (or should begin) to “sweat
about it."

HOW CAN FINANCIAL LOSS
BE MINIMIZED?

Minimizing financial loss due to regulatory non-
compliance depends upon quickly identifying the
potential regulatory risk and then quickly remedying
it. Figure 4 provides a model for company manage-
ment to use in achieving this objective.

Management Control

Company management must create a control
environment that manages business risk through
ensuring regulatory compliance. The ultimate asset
of such an environment is people who are the most
integral and valuable part of every process and
avery policy, people who are the driving force
behind regulatory compliance or lack of it.

What are some of the main controls that man-
agement can implement to help their staff reduce or
prevent regulatory non-compliance? A few are listed
below:

= Policies and procedures for regulated
processes must be approved, current, and
available. They must be complied with and
there must be evidence to confirm compli-
ance. Deviations from approved policies must
be brought to company management atten-
tion in a timely fashion and be resolved in an
acceptable manner.

* Individuals responsible for conforming to
these policies and procedures must be
trained in a timely manner and the training
must be documented. Only qualified individu-
als must be allowed to perform or have
responsibility for regulated processes.

= Staffing levels should be appropriate and
supported by an adequate degree of qualified
supervision.

= Individuals must be held accountable for
adhering to regulations relevant to their spe-
cific area of responsibility (e.g., departmant,
sludy, function), and managemenl must be
ready and willing to replace individuals who
do not perform to this standard.
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Quality Assurance Audits and Inspections = Have a working understanding of the require-
To realize its business objectives, the company ments of the applicable regulations.

should have an effective Quality Assurance Unit

(QAL). While remaining separate and independent * Perform the requisite audits of processes and

from the direction and conduct of the day-to-day inspections of data to assess regulatory com-

business processes, the QAU staff must be held to pliance.

the same quality standards as all other individuals

who are expected to support compliance within the = Report instances of regulatory non-compli-

company. The QAU's main role is to ensure that ance to company management in a timely

policies and procedures are being performed prop- manner.

erly and that regulatory compliance is being main-

tained. Furthermore, the QAU's job is to detect reg- * Provide practical resolutions to regulatory

ulatory non-compliance in a timely manner, to bring non-compliance issues and bring these

Issues to company management attention, to issues to completion.

address potential impacts, and to assist with cor-

recting the deficiencies before they bacome financial Anything less than a parformance like that

risks. In this context, the QAU is expecled to: expected of the QAU will jeopardize company finan-
cial stability and should be questioned by company
management.

Figure 4

Business Risk Management

Company Regulated Practices

.
{ Training

v

| Regulatory Compliance
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Feedback

The infrastructure described above will allow
company management to react to findings regarding
regulatory non-compliance by enhancing existing
controls, strengthening enforcement of existing con-
trols, or instituting additional controls, as warmranted.
It will also allow company management to see
trends vis-a-vis regulatory compliance, such as an
increased frequency of regulatory issues in one
area, with one individual or group, or with selected
processes. As new or enhanced controls are imple-
mented, the QAU is expected to assimilate them,
not only into the master audit schedule, audit them
as appropriate, and thereby provide continuous
feedback to company management, but also into
the way it assists the company to achieve its finan-
cial goals.

PARTING THOUGHTS

For the FDA, efficient risk management is an
approach thal identifies the most important risks,
continually analyzes the design, and conducts an
evaluation of the agency's business processes. If
this practical vision has become the model for the
FDA, it makes even more sense for the industry to
embrace and adapt the concept.

FDA's adaptation of risk management principles is
focused on promoting and protecting the public
health. Ensuring data integrity and quality through
regulatory compliance is one way to achieve the
agency’s goals of implementing nsk management, as
well as maintaining a truly “good business practice.”

What, then, should company management do to
ensure that the risk assessment model works?

First of all, it should understand that regulatory
noncompliance is usually expensive, To avoid
unnecessary cosis, issues should be prioritized
based on business risks and benefits, focusing on
the most important ones first. Costs and potential
liabilities associated with status quo vs, addressing
regulatory issues should be considered and evalu-
ated. In addition, a strategy should be developed to
incorporate regulatory compliance into the process.

To do that, there are a few factors that should be
considered by all companies, regardless of their
financial strength. The number of submissions
pending approvals, product publicity, number of
products in the pipeline, potential lawsuits, yearly

revenues, stock performance, and increasing over-
head are a few of these factors. The success or fail-
ure in managing these items will have a significant
impact on the financial future of a company, as well
as on its professional reputation.

The goal of every company is to maximize prof-
its. The most logical starting point for this is to mini-
mize financial losses, including the ones that are the
result of regulatory deficiencies. Here are some tips
to consider:

= Leam o interpret regulations and use com-
mon sense. These are two essential compo-
nents.

= Exercise innovative thinking to achieve cre-
alive and practical approaches to stay in
compliance.

= Acknowledge regulatory deficiencies and fix
them based on the financial risk they present
to the company.

= Utilize the knowledge and experience of tech-
nical and business experts.

= Define clearly the roles and responsibilities of
each department.

« Establish a process methodology that defines
what works best for your environment.

* Understand the time and effort reguired to
complete different tasks. This will assist with
setting realistically aggressive goals and
objectives.

= Stay involved in the decision-making process
and emphasize accountability for making
decisions that negatively impact company
finances. Such tactics will certainly decrease
the chances of financial failure assoclated
with regulatory deficiencies.

* Understand the importance of attracting and
keeping qualified help.
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